

















Tools and Settings

Parental controls on your home internet

Most UK broadband @

providers offer free

whole-home parental controld/odafone
which apply to any device thafvailable to anyone with
connects to your broadband Vodafone Broadband,
via your home hub. Vodafone parental controls

Sky’s parental controls are are free and accessible from
turned on by default and you within your online account.
have to choose to turn them They protect all devices
off. If you're with one of the connected to your Wi-Fi
other broadband providers, and prevent access to
you turn the controls on inappropriate online content,
yourself. Contact your provideuch as violence, gambling,
WR # QG RXW KR Z avdRadGltRnateKal, s well
and bear in mind that these as to websites that contain
controls only work on your  viruses or malware.

Wi-Fi network, not when you'reHaving set up parental
using 3G or 4G to get online. controls from your account,
<RX FDQ # QG R XWoR &ab tkeDHe Rodwone
parental controls on mobile Broadband app to set up
devices on p43.

a family network to control
your children’s access to
Wi-Fi at home and set time
limits. Go to Google Play or
the App Store to download
the Vodafone Broadband
app for free.

7R # QG RXW PRUH
vodafone.uk/home

sl
Sky

on all devices connected to
your Sky home broadband
and comes at no extra cost.

Parental controls in
your web browser

Ybu can change the settingshich ones your child has
0

n the browser you use tovisited, turn on SafeSearcharntR # QG RXW PRUH
access the internet. If you us@revent apps being installed.

more than one, don'tforget 7R # QG RXW PRUH
to change the settings on  vodafone.uk/chrome
each one.

Internet Explorer
Chrome Microsoft’s Content Advisor
Supervised user accounts onenables you to prevent your
Google Chrome allow you to child from seeing websites
block certain websites, see containing nudity, violence
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You can customise your you block websites that are
settings in three steps: unsuitable for younger users.
e Choose a rating: PG, 13 or 18 addition, you can install
e Use the Watershed feature té--Secure SAFE on up to
set restrictions at certain times# YH GHYLFHV WR SURW!
of the day children from inappropriate
e $3GG VSHFL# F ZH Edhten HivusasKidentity
you would like to block. theft and malicious websites
7R # QG RXW PRUH whether they are at home
vodafone.uk/sky or out and about.
7R # QG RXW PRUH
vodafone.uk/VirginMedia

BT
BT TalkTalk

BT Parental Controls let you  ForEveryone
manage internet access on allTalkTalk
devices connected to your  TalkTalk’s HomeSafe works
BT Home Hub and BT Wi-Fi DV D ZHE # OWHU WR DO
hotspots (for example, cafés connected to your TalkTalk
and other public spaces). router. The free package
Available for free, they includes Kids Safe, which
include strict, moderate and lets you block inappropriate
OLJKW # OWHUV DsteRysWllr&h@r thiRrdd HVW UL F
DFFHVV WR V SHFL didn'tAeeEXoL WdialsdugeG
a homework-time setting that it for Homework Time,
blocks social media, gaming restricting the hours they
and homework cheat websitescan go on certain websites,
7R # QG RXW PRUH while Virus Alerts lets you
vodafone.uk/bt browse safely.

7R # QG RXW PRUH

vodafone.uk/TalkTalk
Virgin Media

Sky Broadband Shield worksVirgin Media Web Safe works on

any device connected to your
home Wi-Fi. Provided free in
broadband packages, it lets

and inappropriate content.
vodafone.uk/IE

Firefox

The parental controls in
JLUHIR] # OWHU ZHE
that may be inappropriate
or offensive for children.

7R # QG RXW PRUH
YRGDIRQH XN % UHIR]

Parental controls on your child’s
smartphone and tablet

rental controls on
smartphones and tablets
can block access to websites
containing adult content.
Mobile phone companies
FDQ # OWHU FRQ
at the network level — check
with your mobile provider
ZKHWKHU WKLV # O
The UK’s main mobile
providers (e.g. Vodafone, EE,
02 and Three) automaticallyfeatures such as FaceTime,
EORFN U D W H G ir-apppreh@sés and Safari.
through the Active Choice 7R # QG RXW PRUH

QHWZRUN OHY H O véderatd-uld/apRlds V\V W H H

But remember, these parentalcontrols
# OWHUV RQO\ ZRUN ZKHQ WKH
device is connected via the Windows Phone (eg
mobile network, not Wi-Fi. Microsoft Lumia)

Your mobile’s operating The My Family option helps
system may also include  you to manage the apps and
safety features and you games your child is able to
can set restrictions on the download to their phone. You
App Store and Google Play can also set up Kid's Corner
(see below). on your own Windows Phone
so that, if your child borrows
it, they can only access
Samsung, Huawei, age-appropriate content
HTC, Motorola) and not get to the rest of
The restricted user feature your stuff that you want
lets you manage which appgp keep private.
games and othercontent 7R # QG RXW PRUH
your child can access and vodafone.uk/microsoft
gives you the choice of myfamily
disabling certain features,
such as location and camerazodafone.uk/kid
7R # QG RXW PRUH
vodafone.uk/cnet

Android (eg LG, Sony,

iOS (eg iPhone and iPad)
You can enable restrictions
on your child’s iPhone or
iPad and select on or off for

App store restrictions

Ybu can set up parental to prevent your child
controls on the App downloading apps that
Store (see vodafone.uk/  are age inappropriate.
apps) and Google Play (see
vodafone.uk/googleplay)

R

7R VHW XS .LG V &R USmeJof these require you

How can Vodafone help?

Vodafone Secure Net Vodafone Content Control
protects you and your familyprevents access to online
against harmful websites  content and services rated
and viruses that could RQ 9RGDIRQH
damage your mobile data network.
and devices, steal your Content Control is in plac
data or cause you to lose  on all devices Vodafone offg
personal content like The age-restricted conte
photos, music and videos. bar only works on Vodafone
You can also block mobile network, not on
inappropriate websitesby L )L DQG SURRI
age on your child’s device is required if you wish to
and restrict mobile use to  remove it from your device.
certain times of the day. 7R # QG RXW PRU
7R # QG RXW P R U Hvodafone.co.uk/control
https:/securenet.
vodafone.co.uk

Third-party parental controls

Ybu may decide to use
a dedicated parental
control solution to do things

like block inappropriate
content and set time limits.

to pay a subscription; others
are free. If you already have
a security suite on your
computer, check whether

it includes parental controls
as you may not need a
third-party solution.

F-Secure (paid for)
7R # QG RXW PRUH
vodafone.uk/fsecure

@) Qustodio

Qustodio (free)
7R # QG RXW PRUH
vodafone.uk/qustodio

o A
Kaspersky Security
Cloud (paid for) McAfee (paid for)

7R # QG RXW PRUH7R # QG RXW PRUH
vodafone.uk/kaspersky vodafone.uk/mcafee

Norton Family (paid for)
7R # QG RXW PRUH
vodafone.uk/norton

vodafone.com/parentsA3



Tools and Settings

Safety and privacy controls
on social networks and apps

Many social networks and
apps have a minimum

age of 13. Young people can
have a positive experience by
making the most of built-in
tools to protect their privacy
and safety.

Facebook

Minimum age: 13

What can you set?

Decide who sees your posts
and Timeline, unfollow,
unfriend and block people.
To find out more and

report concerns:
vodafone.uk/Facebook

©

Instagram

Minimum age: 13

What can you set? Make
photos and videos private
and block people.

To find out more:
vodafone.uk/Instagram
To report concerns:
vodafone.uk/InstaReport

kik-

Kik
Minimum age: 13 with

parental permission; 18 without

What can you set?
Manage who can talk to you,

Safe mode on video-sharing,

TV and film services

Lots of online services
offer video, TV and movie
content. Some use password
and PIN combinations to
restrict viewing, based on age
ratings. Some allow separate
profiles for younger users so
they can only view child-
friendly content (these work
only if the adult chooses the
password and PIN and keeps
them secret). Some platforms
have dedicated children’s
versions, which only carry
age-appropriate content. Look
for the Just for Kids symbol.

To find out more:
vodafone.uk/YouTube

For more about YouTube Kids:
vodafone.uk/youtubekids

BlBIC]

BBC iPlayer

The Parental Guidance Lock
lets you control what your
child can access. The free
BBC iPlayer Kids app contains
age-appropriate content, such
as CBeebies and CBBC, and

a Safety Lock, and it has no
in-app purchases or adverts.
Since spring 2017, you need a

mute users in Video
Chat and block people.
To find out more and
report concerns:
vodafone.uk/Kik

‘M

Whisper
Minimum age: 13 with

parental permission; 18 without

What can you set? Block
people and hide your location.
To find out more:
vodafone.uk/
whispergetstarted

To report concerns:
vodafone.uk/
whispersupport

(Little Kids, Older Kids, Teens
and Adults/All Maturity) to
help you control what your
child watches.

To find out more:
vodafone.uk/netflix

amazon
g

Amazon Video and
Amazon Prime

Amazon’s PIN feature lets
you set purchase and viewing
restrictions on each of your
registered devices.

To find out more:
vodafone.uk/amazon

WhatsApp

Minimum age: 13

What can you set? Control
who sees your information,
who you interact with, what
you see and what you share.
To find out more and

report concerns:
vodafone.uk/WhatsApp

K

Sky TV

Using PIN-protected parental
controls, you can restrict the
content your child can watch
on Sky TV. The Sky Kids app
lets you set up a child profile
with shows tailored to their
age, and set time limits.

To find out more:
vodafone.uk/SkyTV

To find out more about Sky Kids:

vodafone.uk/skykids

TalkTalk

£

Snapchat

Minimum age: 13

What can you set?
Choose who can send you
Snaps, decide who can view

your Stories and block people.

To find out more:
vodafone.uk/snapchat

To report concerns:
vodafone.uk/snapchathelp

.

Twitter

Minimum age: 13

What can you set?

Protect your tweets so that
only approved followers see
them, choose whether to
share your location, unfollow,
mute and block people.

Live-streaming
services

To find out more:
vodafone.uk/twitter

To report concerns:
vodafone.uk/TwitterReport

QASKsm

ASKfm

Minimum age: 13

What can you set?

Allow or block anonymous
questions, delete questions
and answers from your
profile and block people.
To find out more and report
concerns:
vodafone.uk/AskFM

oopoo

ooVoo

Minimum age: 13

What can you set?
Prevent certain people
from contacting you, block

ive-streaming platforms
let people chat or
broadcast videos in real

time. This can create privacy

and safety issues, so check
the settings and controls
on each app.

S)

Skype

Minimum age: 13

What can you set? Hide
your age, date of birth and
gender, only allow people
in your contact list to get
in touch and block people.
To find out more:
vodafone.uk/Skype

To report concerns:
vodafone.uk/SkypeReport

Periscope

incoming calls, prevent
people from seeing your
photos and set video-call
privacy options.

To find out more:
vodafone.uk/oovoofaqs
To report concerns:
vodafone.uk/oovooreport

Yellow

Minimum age: 13 with
parental permission;

18 without

What can you set?
Choose who you talk to
and hide your city so that
people don't know your
exact location.

To find out more and
report concerns:
vodafone.uk/yellowsafety

YOU

YouNow

Minimum age: 13 with parental

permission; 18 without
What can you set? Use a
nickname, hide your location
and block people.

To find out more:
vodafone.uk/YouNow

To report concerns:

vodafone.uk/YouNowReport

musically

musical.ly

Telling it
like itis

As tech-savvy as children
are, they're often unaware
of what they agree to in
the T&Cs of apps and other
services. To highlight
this, Anne Londfield, the
Children’s Commissioner
of England and Wales, had
Instagram’s terms and
conditions rewritten into
child-friendly language
by top law firm Schillings
as part of its recent
Growing up Digital report.
To find out more,
see www.childrens
commissioner.gov.uk/
publication/growing-
up-digital

live.ly

live.ly

Minimum age: 13 with
parental permission;

18 without

What can you set? As you
need a musical.ly account
to use live.ly, the settings
are the same as above.

To find out more and
report concerns:
vodafone.uk/musically

Remember...
If your child sees anything

password to access BBCiPlayer.  Amazon produces special child- ~ ForEveryone
To find out more: friendly editions of its Fire tablet ~ TalkTalk TV Store

Minimum age: 13
What can you set? Hide your

Minimum age: 13 with parental  inappropriate or sexual on
permission; 18 without a live streaming service,

YoulLL) O

YouTube vodafone.uk/bbc with special features for families.  This has been integrated location, set private broadcast ~ What can you set? they should report it to the
YouTube’s Restricted mode For more about BBC with the parental controls Facebook Live so only people you invite can Make your account private, let app or website administrators.
helps to screen content you iPlayer Kids: Apple TV in the Xbox 360 and Xbox Minimum age: 13 watch your broadcasts, restrict  only friends direct message you  If they are the subject of

What can you set? Decide
who sees your live stream
and Timeline, unfollow,
unfriend and block people.
To find out more and

report concerns:
vodafone.uk/Facebook

chat to only people you follow  (direct.ly), block users and hide
and choose whether to share your location. (To live stream
your broadcast on Twitter. content made using musical.ly,
To find out more: you need to use live.ly.)
vodafone.uk/pscphelp To find out more and

Toreport concerns: report concerns:
vodafone.uk/pscpreport vodafone.uk/musically

wouldn't want your child

vodafone.uk/bbckidssafety
to see. YouTube also offers
YouTube Kids, specifically

for children. It contains only NETFLIX

age-appropriate videos and Netflix
includes parental controls There are four maturity levels
and a timer. in Netflix parental controls

Turn on Restrictions to One. Safety features are
manage access to app also available in the
purchases, movies, multiplayer ~ Windows 8.1+ app.

games and other content To find out more:

on your Apple TV. vodafone.uk/TalkTalkTV
To find out more:

vodafone.uk/appletv

inappropriate sexual contact
or approach by another
person, they should tell

an adult they trust and
report it immediately

to CEOP at www.ceop.
police.uk/ceop-report
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Virtual reality

VR: to infinity

and beyond

IT teacher-turned-internet safety writer
Yusuf Tamanna looks at how immersive
virtual reality technology is being used
to help children learn —and play

ave you ever wanted to
take yourself to another
world? Well, technology
is letting that happen,
courtesy of virtual reality
headsets and apps.
Also known as VR, this immersive

technology ‘transports’ you anywhere,

from the ocean to outer space.

The most common way to access
VR is through goggle-type headsets,
which vary from simple cardboard
devices for around £10, to fancy
hi-tech gear, which comes with a
healthy price tag. While wearing
your headset, any movements you
make are mirrored in the virtual
environment you're exploring.

VR has become increasingly
popular with schools as the
technology has become cheaper,
and organisations are now creating
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educational content specially designed
to be experienced using VR.

Platforms such as Google Expeditions
enable pupils to take virtual trips
around the world, into space, and even
back in time. Nearpod gives students
with special educational needs and
those with mobility issues the chance
to visit the wonders of the world
without leaving their classroom.

The use of drones to film in previously
inaccessible areas, such as the no-go
zone around the former nuclear reactor
in Chernobyl, Ukraine, means we can
explore the planet like never before.

At home, games consoles such as
PlayStation4 and Oculus Rift offer VR
titles, while you can also download
apps to play on your phone or tablet.
It's a technology that takes players
on adventures that parents could only
have dreamt of when they were young.

As with any new
technology, it’s a good
idea to try VR for yourself
first, so you know if it’s
something you're happy
foryour child to use.

Image: Gallery Stock

Finding your way

in virtual reality
® Many headsets specify that
they are for ages 12 or over.
Google’s Cardboard viewers
are for 7+ but they advise that
children should be supervised
while using them.

e Motion sickness has been
reported when using virtual
reality headsets, with some
people complaining of nausea
and headaches. Setting time
limits for use and taking reqular
screen breaks is advisable.

e Using a VR headset while
standing or walking? Don't —

it can make you disorientated
and liable to bump into things
in the real world.

BE STRONG ONLINE

An Ambassadors Programme

From The Diana Award

FREE online safety and skills training and resources for teenagers

Be Strong Online is a peer-led programme for schools and youth groups to help
young people promote positive online behaviour and build digital resilience

We are running FREE Be Strong Online Ambassador training events in secondary schools across
the UK from September 2017. Email bestrongonline@diana-award.org.uk for more information

THE TRAINING DAY WILL EXPLORE

® How to be a Be Strong Online
Ambassador and raise awareness
about online safety

® Develop skills such as confidence,
public speaking, teamwork and
facilitating discussions with
a group of students

® Campaign ideas to encourage
Be Strong Online Ambassadors to
embed the programme in school

Regional training-day locations

Glasgow ¢ London « Manchester « Birmingham
o Belfast ¢ Bristol « Cardiff « Newark
e Leeds ¢ Stoke « And more to come

FREE TRAINING

Contact bestrongonline@diana-award.org.uk

My = 9 ¢ t] Coding
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Can’t make it to one of our workshops?

You can download our anti-bullying training modules and learn at home.

bestrongonline.antibullyingpro.com/modules/
Vodafone
Foundation

vodafone.com/parents 47

bestrongonline.antibullyingpro.com



mailto:bestrongonline@diana-award.org.uk
mailto:bestrongonline@diana-award.org.uk
https://bestrongonline.antibullyingpro.com/modules/
https://bestrongonline.antibullyingpro.com/

“The Vodafone Foundationis dedicated toinvestinginthe
communitieswhere Vodafone operates. Communications
technology canaddress some of the world’s most pressing
issues and provide opportunities foreducation and
developmentforyoung people around the world.

“We continue to work with our charitable partnersto
produce Digital Parenting magazine to provide critical
information to millions of parents and guardians to
enable them to supportand protect children as

they grow up inanincreasingly digital world.”

Andrew Dunnett, Director, Vodafone Foundation

The Vodafone Foundation invests in the communities in which
Vodafone operates and is at the centre of a network of global

and local social investment programmes. The Vodafone Foundation
is a UK registered charity (1089625). Connecting for Good

is the Vodafone Foundation’s commitment to combine Vodafone's
charitable giving and connectivity to drive change. Globally,

the Vodafone Foundation supports projects that are focused

on delivering public benefit through the use of communications
technology across the areas of health, education and disaster relief.

For more information, please visit www.vodafonefoundation.org

O

Vodafone
Foundation


www.vodafonefoundation.org



